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In this report, we present a Blockchain-based e-voting application that can prevent voters from casting
their votes multiple times. The first and foremost step in this system is to validate the identity of the
voter. At first, the voter needs to download the e-voting application on their mobile, laptop, or other
smart devices. After that, the voter needs to submit their identity information verified by the
organization conducting these elections. The administrator will check the database of the registered
voters and confirm if they are eligible to vote. Then all the information of the voter will be securely
added to the Blockchain. After the voter's identity is verified, a smart contract will be executed to
issue a ballot to vote and submit it to the ballot box in the application. The application will ensure
that a user is not able to vote multiple times. When a user casts a vote, the administrator will check
the Blockchain to ensure the voter has not already used up his vote. If the user's vote is valid, the
administrator accepts their vote. In case the vote is found to be invalid, the administrator rejects their
vote. Once a user casts a vote, it becomes a transaction and gets stored in the Blockchain in an
encrypted form. Moreover, the vote cannot be modified because of Blockchain's innate immutable
characteristics. The voter will be even provided with the option to print the receipt as proof of casting
a vote. Through Blockchain, the voter will be able to verify that his vote has been cast and counted.
The voter can even audit each ballot in the ballot box and confirm if the election results are accurate

while retaining other voters' privacy.



